
 
 

 

 

 

Data Protection Impact Assessment Policy 
1. Introduction  
1.1. The General Data Protection Regulation (GDPR) and Data Protection Act 2018 (DPA) requires Connected 

Places Catapult as a data controller to consider and apply appropriate measures designed to implement 
their key principles effectively. Necessary safeguards must be incorporated into all activities involving the 
processing of personal data to ensure that the rights and freedoms of individuals are protected. This is 
known as “Data Protection by Design”. 
 

1.2. A key element of the GDPR’s focus on accountability and data protection by design is the requirement to 
undertake a Data Protection Impact Assessment (DPIA), sometimes referred to as a privacy impact 
assessment, where any processing of personal data is “likely to result in high risk” to the rights and 
freedoms of individuals.  

 
1.3. A DPIA therefore serves as a tool to help Connected Places Catapult to identify, evaluate, and mitigate risks 

to individuals arising because of the processing of their personal data. At the same time, a DPIA should 
ensure compliance with data protection legislation and other legal and regulatory obligations (for example, 
the Equality Act 2010) 

 
1.4. A failure to undertake a DPIA when required under the GDPR may result in fines of up to €10millon or 20% 

of total global annual turnover, whichever is the greatest.  
 

2. About this policy 
2.1. This policy sets out Connected Places Catapult’s approach towards identifying the need for, undertaking, 

and implementing DPIAs  
 

2.2. A glossary of the terms used throughout this Policy can be found in Appendix 1.  
 

3. Scope of this policy  
3.1. This policy applies to all Connected Places Catapult initiatives which are relevant to both corporate 

functions and research activities.  
 

4. Roles and Responsibilities  
4.1. All members of staff involved in the development of projects, initiatives,  studies, processes and systems 

(collectively referred to in this policy as initiatives) are responsible for ensuring that they are aware of this 
policy and understand the circumstances in which a DPIA should be undertaken.  
 

4.2. Connected Places Catapult Data Protection Manager and Risk & Compliance Manager are responsible for 
overseeing and reviewing the implementation of this policy and must be consulted in relation to any DPIAs 
undertaken in accordance with its requirements.  

 
4.3. In practice, it is the responsibility of the staff member of team leading an initiative to undertake the 

screening questions and produce the first draft of the DPIA if necessary, i.e. project manager, system 
owner, principle investigator etc. This can then be further worked up in collaboration with the Risk and 
Compliance Manager, and other relevant stakeholders.  
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4.4. Draft DPIAs should be sent to the Risk & Compliance Manager at dataprotection@cp.catapult.org.uk  DPIAs 
produced as part of the IT Services new service assessment procedure, or with an IT element, should also be 
sent to the Information Security Team 
 

5. Identifying the need for a DPIA  
5.1. A DPIA must be undertaken before the processing of any personal data which is “likely to result in a high 

risk to the rights and freedoms” of individuals. As such, it is necessary to identify whether there are any 
factors that warrant the need for a DPIA to be undertaken.  
 

5.2. In the case of any initiatives involving the processing of personal data that were commenced before 25 May 
2018 (when GDPR came into force) and which are ongoing, such initiatives should be reviewed and the 
need to undertake a DPIA considered.  

 
5.3. The GDPR requires a DPIA to be undertaken where any initiative will involve: 

5.3.1.  The systematic and extensive evaluation of personal data by automated means, including profiling, 
resulting in decisions that would have significant effects on those individuals.  

5.3.2.  The processing of special categories of personal data (see glossary in Appendix 1 for definition) or 
personal data relating to criminal convictions and offences on a large scale; or  

5.3.3. The systematic monitoring of a publicly accessible area on a large scale  
 

5.4. Where any new initiative will involve the processing of personal data, the DPIA Screening Questionnaire in 
Appendix 2 should be completed. It is expected that the questionnaire will be completed by those leading 
the development of the initiative.  
 

5.5. Before completing the questionnaire, it is important to: 
5.5.1. Identify key stakeholders in the initiative so they can provide their input into the questionnaire, and  
5.5.2. Have a clear understanding of the scope and objectives of the initiative so that the questionnaire can 

be completed as fully and accurately as possible.  
 

5.6. If there is any uncertainty regarding the completion of the questionnaire or the outcome, the Risk & 
Compliance Manager should be consulted.  
 

5.7. Where the outcome of the questionnaire suggests that the processing is unlikely to result in a high risk to 
individuals, there may be circumstances where it is advisable to undertake a DPIA anyway due to: 

5.7.1. The nature, scope, context, and purposes of processing personal data  
5.7.2. The groups of individuals affected by the processing; 
5.7.3. The level of investment in the initiative in terms of time, financial and other resources; or  
5.7.4. The visibility of the initiative internally and externally.  

 
5.8. Where it had been concluded that a DPIA is unnecessary and will not be undertaken, the reasons for this 

should be clearly documented. The screening questionnaire should be retained to evidence the decision 
made and may need to be revisited and reviewed later.  
 

6. Undertaking a DPIA 
6.1. Having concluded that a DPIA is necessary or desirable for an initiative, the DPIA template in Appendix 3 

should be completed. The DPIA template explains the objectives and requirements of each section. Where 
any section is not completed because it is not applicable or not considered necessary, this should be 
explained  
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6.2. Part of the DPIA may involve consultation with relevant internal and external stakeholders. In the case of 
consultation with third party data processors, the contract with such third parties should include an 
obligation on them to provide assistance in undertaking DPIAs. However, this may have cost implications 
which should be considered and discussed with the third parties beforehand. In the case of consultation 
with professional advisors and other experts, the scope and cost of their involvement will need to be 
considered and approved by Connected Places Catapult Data Protection Manager and Risk & Compliance 
Manager.  
 

7. Consultation with the Information Commissioners Office (ICO)  
7.1. Where the outcome of the DPIA is that processing the personal data in the context of an initiative would 

result in a high risk and it is not possible to take any measures to eliminate or mitigate that risk, the GDPR 
requires that the processing cannot commence before the Information Commissioner Office (ICO) has been 
consulted.  
 

7.2. The ICO should not be consulted without the approval of Connected Places Catapult Data Protection 
Manager, who will usually initiate contact with the ICO. Consultations with the ICO should only be necessary 
in very exceptional instances as it is expected that Connected Places Catapult will be able to apply measures 
to appropriately mitigate or eliminate risk on most occasions. 

 
7.3. The Data Protection Manager will contact the ICO, sending a copy of the DPIA together with a covering 

letter to dpiaconsultation@ico.org.uk. The ICO intends to respond to requests for consultation within eight 
weeks, though it can extend such period by a further six weeks in complex cases.  

 
7.4. The ICO will provide a written response confirming whether the risks identified are acceptable or whether 

further action is required. In some cases, the ICO may recommend that the processing is not undertaken.  
 

8. Review of DPIAs  
8.1. A DPIA should be undertaken at the earliest opportunity in the development of an initiative and re-assessed 

prior to commencement of the relevant processing activities to identify whether any changes to the 
initiative impact upon the outcomes of the DPIA and whether the controls and measures identified in the 
DPIA have been integrated into the initiative.  
 

8.2. Once the processing of personal data has commenced in respect of an initiative, the DPIA should be 
reviewed regularly having regard to the nature and risks associated with the processing, taking into account 
any changes to the processing activities or scope of the initiative. A review should be undertaken at least 
annually by the staff member or team leading or owning the initiative.  
 

9. Policy review  
9.1. This policy will be reviewed as required and at least every two years by the Connected Places Catapult Risk 

& Compliance Manager and company Board.  
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Appendix 1 

Glossary of terms 
Data Controller  The person or organisation that determines the purposes and means of 

processing personal data.  
 

Criminal convictions 
and offences  

Personal data relating to criminal convictions, the commission or 
alleged commission of an offence, proceedings for the commission or 
alleged commission of an offence and sentencing  
 

Data subject  An individual to whom personal data relates and who can be identified 
or is identifiable from personal data.  
 

GDPR The General Data Protection Regulation (Regulation (EU) 2016/679) 
 

DPA Data Protection Act 2018 
 

Personal Data  Any information identifying or relating to a data subject that can be 
identified (directly or indirectly) from that data alone, or in 
combination with other identifiers possessed or that can be reasonably 
accessed. Personal data includes criminal convictions and offences 
data, special categories of personal data and pseudonymised personal 
data but excludes anonymous data or data that has had the identity of 
an individual permanently, irreversibly removed.  Personal data can be 
factual (for example, a name, email address, location or date of birth) 
or an option about that person’s actions or behaviour  
 

Process, processes, 
processing 

Any activity or set of activities which involves personal data including 
collection, recording, organisation, structuring, storage, adaptation or 
alteration, retrieval, consultation, use, disclosure by transmission, 
dissemination or making available, alignment or combination, 
restriction, erasure or destruction.  
 

Pseudonymised, 
pseudonymisation  

replacing information that directly or indirectly identifies an individual 
with one or more artificial identifiers or pseudonyms (e.g. a numerical 
code or key) so that the data subject cannot be identified without 
combining the identifier or pseudonym with other information which 
has been kept separately and securely. Personal data that has been 
pseudonymised is still treated as personal data (unlike personal data 
which has been anonymised) 
 

Special Categories of 
personal data  

Previously known as “sensitive personal data” under the Data 
Protection Act 1998, this means information revealing racial or ethnic 
origin, political opinions, religious or similar beliefs, trade union 
membership, physical  or mental health conditions, sexual life, sexual 
orientation, biometric or genetic data, and, for the purposes of this 
policy, personal data relating to criminal offences and convictions.  
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Appendix 2 

Data Protection Impact Assessment (DPIA) Screening Questions 
All new proposals for processing of data are required to undertake the screening process (see below) to establish 
whether a full DPIA is required.  

Completing the screening process and the DPIA are a responsibility of the Project Manager or Sponsor. 

Where appropriate, information risks should be recorded in existing documentation, e.g. project risk register, 
corporate risk register.  

The screening process and the DPIA must be updated if changes to the processing are proposed and reviewed at 
appropriate stages.  

Remember to record all information assets and data flows on your Information Asset Register and Data Flow Map.  

Screening Questions: 

 
Project of initiative/project/process /study/system: 
 
 
Project ID:  Date: 
Project Manager: 
Summary of initiative/project/process/study/system: 
 
 
 
 
 
DPIA Screening Questions  Yes  

(x) 
No 
(x) 

Comments  

Will the project concern vulnerable individuals 
(for example children or vulnerable adults)  

   

Will the project involve the collection of new 
information about individuals? 

   

Will the project compel individuals to provide 
information about themselves? 

   

Will the project involve special categories of 
personal data and/or offences about 
themselves? (See DPIA Policy Glossary 
(Appendix 1) for definitions) 

   

Will the project involve the processing of 
personal data on a large scale, having regard to:  

 The number of individuals concerned 
(i.e. over 100) 

 The volume of personal data  
 The range of personal data, and  
 The duration/performance of 

processing activity (i.e. over 1 year)?  
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Will information about individuals be disclosed 
to organisations or people who have not 
previously had routine access to the 
information?  

   

Do you propose using information about 
individuals for a purpose it is not currently used 
for, or in a way it is not currently used?  

   

Does the project involve you using new 
technology which might be perceived as being 
privacy intrusive? For example, the use of 
biometrics or facial recognition. 

   

Will the project result in you deciding or acting 
against individuals in ways which can have a 
significant impact on them? 

   

Will the project involve the evaluation or 
scoring of personal data, including profiling and 
predicting (for example competence for a role 
or genetic testing)?  

   

Will the project involve systematic monitoring 
of individuals, including in a publicly accessible 
area?  

   

Is the information about individuals of a kind 
particularly likely to raise privacy concerns or 
exceptions? E.g. health records, criminal 
records, or other information that people would 
consider to be particularly private  

   

Will personal data be used for a purpose it is 
not currently used for or in a way that it is not 
currently used for?  

   

Will the project require you to contact 
individuals in ways in which they may find 
intrusive?  

   

Will the project result in making decisions 
about, or taking actions against, individuals by 
automated means which might produce legal 
effects concerning them, or similarly 
significantly affect them through decisions 
made?  

   

Would the processing of personal data 
contemplated by the project be outside of the 
reasonable expectations of the individual?  

   

Will the project store information using cloud 
technology? 

   

Will the project transfer information outside of 
the European Economic Area? 

   

 

If you answered no to all the questions, you DO NOT need to proceed to a full Data Protection Impact Assessment. 
Send this document to the Risk & Compliance Manager for signing off, and then save the document to evidence your 
assessment.  
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If you answered yes to some or all the questions, you DO need to proceed to a full Data Protection Impact 
Assessment. Send this document and the full Data Protection Impact Assessment to the Risk & Compliance Manager 
(dataprotection@cp.catapult.org.uk) who will assist you with completing the full DPIA.  

Project Manager  
 
Full Data Protection Impact Assessment required?      YES / NO 
 
       Updated department Information Asset Register  
       Updated department Data Flow Map  
       Risk & Compliance Manager and Data Protection Manager (if applicable) signed off 
       Signed Screening Questions and Data Protection Impact Assessment document saved  
 
Comments:  
 
 
 
 
 
Signature:                                                                                              Date:  
 
Risk & Compliance Manager  
 
Comments:  
 
 
 
 
 
 
Signature:                                                                                              Date: 
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Appendix 3  

Data Protection Impact Assessment – CPC 
 

Project name:  

Project lead:   

Description of the project and its purpose:  

 
When to conduct a data protection impact assessment? 
 

A data protection impact assessment (“DPIA”) is an assessment of the impact which the intended 
processing of personal data will have on the relevant data subjects and which must be made for each 
project that involves the processing of personal data that is likely to result in a high risk to the rights and 
freedoms of natural persons. The purpose of a DPIA is to identify whether the proposed processing of data 
is necessary and proportional and to reduce and manage the privacy risks of a project. The DPIA should be 
conducted prior to the processing. It should be started as early as practical in the design of the processing 
operation, even if some of the processing operations are still unknown. The sooner the need for a DPIA is 
identified, the easier it will be for the project to implement the measures identified to reduce the privacy 
risks.  

Before initiating a project, establishing a new business process or procuring a new IT system, you must 
complete the Pre assessment questionnaire. Based on the provided answers in that initial risk assessment, 
you will have identified whether a DPIA is required.  

If the result of the DPIA is that the risks identified cannot be mitigated sufficiently (i.e. there will still be a 
high risk to the data subjects, despite the mitigating actions), the Data Protection Officer must be contacted 
as regulators may need to be consulted. 

How to conduct a data protection impact assessment 
 

 Action  Responsibility  

Step 1 

 

Data flow mapping  Project Lead 

 

Step 2 

 

Technical risk 
assessment  

Technical Lead of the project team / Local IT Partner 

 

Step 3     

 

Legal risk assessment  Corporate Legal / Local Legal Counsel/Data Protection 
Officer/Data Protection Manager 

Step 4 Risk mitigation actions  Project Lead and DPO  
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Step 1 Data flow mapping  

 

Date of completion of data low mapping & name of the 
responsible person: 

 

 

1.1 Data flows questionnaire  

Which categories of data 
subjects are involved and 
what personal data is 
collected and used? 

Employees Customers’ 
employees  

Customers’ 
customers 

vendors Vulnerable 
people 
(Children, 
elderly, ill, 
disabled) 

Others  

Approx nos ( or if all)       

Categories of ordinary personal data: 
contact details (e.g. name, user 
name, address, email, phone number) 
Personal details (e.g. age, 
gender) 
IDs (and/or Government identifiers 
(e.g. passport number, social security 
number, driving licence number) 
Device identifiers (e.g. MAC address, 
IP address), advertising identifiers 
(e.g. Apple’s IDFA, Google’s AAID), 
and/or mobile identifiers (e.g. ICCID, 
UDID, IMSI, IMEI) 
Location data (e.g. via GPS, WiFi, 
RFID) 
Images, film footage or audio 
recordings 
Payment information, payment card 
data (e.g. credit card or debit card 
PAN) or financial data (e.g. bank 
account details). 
Personal information collected 
through cookies or tags or other 
tracking (e.g. browsing behaviour, 
favourites and preferences) or social 
media information) 
 

      

Sensitive information such as 
device fingerprinting 
techniques, race or ethnic 

      

Step 1 Data flow 
mapping 

Step 2 Technical Risk 
Assessment 

Step 3 Legal Risk 
Assesment based on 

1 and 2 

Step 4 Assessment of 
how identified risks 

can be mitigated 
(ongoing) 
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origin, political opinions, 
religious (or philosophical or 
similar) beliefs, trade union 
membership, physical or 
mental health, sexual 
orientation or sex life, actual 
or suspected criminal 
offences, biometrics data 
processed for the purpose of 
uniquely identifying an 
individual or genetic data. 
 
Categories of criminal 
conviction data (criminal 
allegations, proceedings or 
convictions, records and 
related security 
arrangements) 

      

What are your proposed timelines for this 
project (Start/End/Milestones)? 
 

 

In which countries will this project be rolled 
out?  

 

Will you use existing data (i.e. data that the 
business already processes)? 

 

Will you use new types of data (i.e. data 
that the business does not currently 
process)? 

 

What do you want to use the data for?  
 
List all intended purposes mentioning both 
the company’s objectives (e.g. putting a 
great product on the market, using the data 
collected for product safety, future product 
improvements), as well as any benefits to 
society and/or to individuals (e.g. 
streamlining the delivery process to 
individuals). 

 

Will this involve profiling, scoring, predicting 
or evaluation of individuals (e.g. by gender, 
or any automated decision-making based 
on profiling like the denial of credit, profiling 
or scoring of employees' performance or 
automatically deciding whether to reject 
candidates for open positions based on 
information collected about the candidate.) 

 



 
11 

Will this involve monitoring individuals or 
their behaviour, physically or digitally. Such 
activities could e.g. include monitoring of 
employee's IT usage or collection of 
information about the current location of 
employees. 

 

Are you going to use our existing software / 
technology in this project?  

 

Will you create/use any new software / 
technology in this project or combine in a 
manner that would exceed the reasonable 
expectations of the data subject? 
Consider if the technologies used to process 
personal data are new and unproven (e.g. 
artificial intelligence or advanced big data 
technologies) or if combining personal data 
from sources in a way that goes beyond 
what the data subjects could reasonably 
expect (e.g. combining social media 
information with health data). 

 

What service/benefit do individuals (i.e. 
employees or end users) obtain from this 
project?  

 

Will the project have any potential negative 
consequences on individuals from a privacy 
perspective (e.g. tracking of behaviour, 
enhanced security risk)?  

 

Where are you collecting data from? How 
are you collecting it (e.g. via hard copy 
documentation, via file transfer from a client, 
via tags from a website)? 

 

Is the personal data used in other parts of 
the business? Does it involve linking, 
matching or combining two or more 
datasets? 

 

Who has access to the personal data 
internally? Include all teams, roles and 
group companies involved and geographic 
locations.   

 

Will you be sharing the personal data with 
anyone externally? 

 

Is it ensured that only personal data 
necessary for the purpose of the project will 
be collected? 

 

Will personal data be transferred to third 
party suppliers?  Do any suppliers that have 
access to the personal data use 
subcontractors (including affiliated 
companies) for the storage and/or 
processing of personal data? Include 
geographic locations 

 

Where is the personal data being stored for 
group companies? 
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All activities are taking place within the EU/EEA 

 
 
1.2 Overview of Dataflow 

 

Based on the information provided above, please draw a data flow overview.  

 

 

  

On which assets does the personal data 
rely? 

 

Is the personal data accessible from or 
transferred to non-EU/EEA jurisdictions? 

 

Which types of technology are applied in the 
processing of personal data? 

 

Have the data subjects been informed about 
their data being processed for the specified 
purpose? What information has been 
provided? 

 

If the data subjects have not been informed, 
how will the data subjects be informed about 
the collection or use of their personal data? 

 

For how long will we keep the personal data 
(retention period)? 

 

Has the effect of the data processing on the 
rights and freedoms of the data subjects 
been assessed? 

 

 A controller determines the purposes and means of processing personal data. 
  
 A processor is responsible for processing personal data on behalf of a controller. 
  

Data Controller 
responsible 

Data Processor 

Subcontractors 

Data processing 
locations (e.g. 
data centres) 

NAME 

 

NAME 

Location 

NAME 

NAME 

Location 

NAME 
Location 
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Step 2  Technical risk assessment 

Date of completion of technical risk assessment & 
name of the responsible person: 

 

 
 

2.1 Assessment of particular threats  
 
The risk is calculated as a function of likelihood of a given security incident, impact of the security incident on the 
data subjects and the effectiveness of implemented controls to mitigate the risk. 
 
Specific impact to the data subject as consequence of a security breach (SEE ALSO SPECIFIC THREATS 
BELOW) 
 
The impact to data subjects as a result of any particular threats have been rated on a scale of High, Medium, Low 
or Negligible. 
 

2.1.1 Confidentiality 
Impact on the data subject, should their personal data be subject to unauthorized disclosure. 
 
Likely Impact: [High / Medium / Low / Negligible]  
Justification: [*] 
 

2.1.2 Integrity  
Impact on the data subject of errors in information or of deliberate manipulation of information e.g. to 
perpetrate fraud. 
 
Likely Impact: [High / Medium / Low / Negligible] 
Justification: [*] 
 

2.1.3 Availability 
Impact on the data subject of unavailability or unauthorized destruction of data. 
Likely Impact: [High / Medium / Low / Negligible] 
Justification: [*] 
 

 

 

 



 
 

 

2.2 Risk Assessment Schedule specific threats 
 

Threat Events Description Likelihood of 
event 

Effectiveness of 
Controls 

Description of implemented mitigating 
controls (see list for details) 

Likelihood of  
compromise 

Impact Risk Rating 

Hacking 
An attacker is able to exploit vulnerabilities in IT 
systems and network configurations to obtain 
unauthorized access to information systems or data 

[High / Medium 
/ Low / 

Negligible] 

[High / Medium / 
Low / Negligible] 

[*] [High / Medium / 
Low / Negligible] 

[High / 
Medium / Low 
/ Negligible] 

[High / 
Medium / Low 
/ Negligible] 

Compromised Credentials 
An attacker is able to obtain legitimate authentication 
credentials (E.g. username and password) and use 
these to gain access to IT systems or data. 

[High / Medium 
/ Low / 

Negligible] 

[High / Medium / 
Low / Negligible] 

[*] [High / Medium / 
Low / Negligible] 

[High / 
Medium / Low 
/ Negligible] 

[High / 
Medium / Low 
/ Negligible] 

Malware Virus, worms, trojans or other malware infects the IT 
system(s). 

[High / Medium 
/ Low / 

Negligible] 

[High / Medium / 
Low / Negligible] 

[*] [High / Medium / 
Low / Negligible] 

[High / 
Medium / Low 
/ Negligible] 

[High / 
Medium / Low 
/ Negligible] 

Theft of information (user) An authorized user steals confidential information to 
sell or distribute to a third party 

[High / Medium 
/ Low / 

Negligible] 

[High / Medium / 
Low / Negligible] 

[*] [High / Medium / 
Low / Negligible] 

[High / 
Medium / Low 
/ Negligible] 

[High / 
Medium / Low 
/ Negligible] 

Theft of information 
(Admin) 

A system administrator steals confidential information 
to sell or distribute to a third party. 

[High / Medium 
/ Low / 

Negligible] 

[High / Medium / 
Low / Negligible] 

[*] [High / Medium / 
Low / Negligible] 

[High / 
Medium / Low 
/ Negligible] 

[High / 
Medium / Low 
/ Negligible] 

Malicious changes to data 
(User) 

An authorized user makes unauthorized changes to 
data. 

[High / Medium 
/ Low / 

Negligible] 

[High / Medium / 
Low / Negligible] 

[*] [High / Medium / 
Low / Negligible] 

[High / 
Medium / Low 
/ Negligible] 

[High / 
Medium / Low 
/ Negligible] 

Malicious changes to data 
(Admin) 

A system administrator makes unauthorized changes 
to data. 

[High / Medium 
/ Low / 

Negligible] 

[High / Medium / 
Low / Negligible] 

[*] [High / Medium / 
Low / Negligible] 

[High / 
Medium / Low 
/ Negligible] 

[High / 
Medium / Low 
/ Negligible] 

User errors Confidential data is shared with an unauthorized third 
party by accident. E.g. email sent to wrong recipient. 

[High / Medium 
/ Low / 

Negligible] 

[High / Medium / 
Low / Negligible] 

[*] [High / Medium / 
Low / Negligible] 

[High / 
Medium / Low 
/ Negligible] 

[High / 
Medium / Low 
/ Negligible] 

Configuration error Confidential data is accidentally made public due to a 
configuration error.  

[High / Medium 
/ Low / 

Negligible] 

[High / Medium / 
Low / Negligible] 

[*] [High / Medium / 
Low / Negligible] 

[High / 
Medium / Low 
/ Negligible] 

[High / 
Medium / Low 
/ Negligible] 

Hardware malfunction Malfunction or failure of information system hardware 
(e.g. hard drives, memory, routers, switches) 

[High / Medium 
/ Low / 

Negligible] 

[High / Medium / 
Low / Negligible] 

[*] 
  

[High / Medium / 
Low / Negligible] 

[High / 
Medium / Low 
/ Negligible] 

[High / 
Medium / Low 
/ Negligible] 
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List of implemented mitigating controls EXAMPLES 
 

2.2.1 Security Patching 
The vendor has a process for implementing critical security patches in a timely manner. 

2.2.2 Internal Pentest 
An internal penetration test is performed every time a new version is migrated to the 
production environment 

2.2.3 External Pentest 
Every 2nd year, an external IT security company is performing an external penetration test 

2.2.4 Data Encrypted 
All sensitive data re encrypted and only [company role(s)] has access to the private key that is 
required to decrypt the data. 

2.2.5 Few users 
Less than 10 company users have access to the system; no external users. 

2.2.6 Strong unique passwords 
Passwords must meet length and complexity requirements. Passwords are unique for the 
system. 

2.2.7 Brute force protection 
System is protected against brute force attacks, after 10 failed logon attempts, access is 
blocked for 5 min.  

2.2.8 Anti-Malware 
Servers are running [*] anti-malware. 

2.2.9 File Detox 
Uploaded files are stripped of potentially malicious content. 

2.2.10 Trusted users 
Only authorized and trusted users have access to the data in the system 

2.2.11 Limited commercial value of data  
Data in the system is of limited commercial value 

2.2.12 Restricted access to production environment 
Only two employees from the vendor have access to the production environment. 

2.2.13 No alterations 
Users cannot change data in the system. 

2.2.14 User awareness 
Employees with access to the system are very aware of the sensitive nature of the data. 

2.2.15 User confidentiality  
Employees with access have obligations of confidentiality. 

 
 2.2.16 User training 

Employees with access have received data protection training. 
 
2.2.17 No functionality for making data public 

The system doesn’t have any functionality for making data public. 
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2.2.18 Redundant high availability data centres 
System and data is hosted in [*], with high availability data centres in two different 
geographical locations.  

 

 

Step 3 Legal risk assessment 

 

Date of completion of legal risk assessment & name of the 
responsible person: 

 

Is the personal data and processing included in an Art 30 
record or data map of the business? 

 

Is the personal data collected or used necessary for the 
fulfilment of the purpose?  

 

Has it been secured that the collected data is only 
processed for purposes that have been communicated to 
the data subjects? 

 

Is the purpose of the collection of personal data specified, 
explicit and legitimate?  

 

Is the data storage and processing limited to what is 
adequate and relevant? 

 

Has the data subject been provided with the required 
information? 

 

Is the storage duration (retention period) limited to what is 
necessary and proportional with the purpose of the 
processing? 

 

Are there processes for special category data?  

Is training needed? Are sales teams clear about limiting 
personal data involved? 

 

What is the legal basis for the processing of personal data? 
If legitimate interests is relied upon have legitimate interests 
assessments been carried out? 

 

Is it technically possible to search and locate an individual's 
personal data which is processed in relation to the project? 

 

Is it technically possible to delete an individual's personal 
data which is processed in relation to the project? 

 

Is it technically possible to anonymise, pseudonymize or 
aggregate an individual's personal data which is processed 
in relation to the project? 

 

If the project involves marketing, have the necessary 
consents been obtained? 

 

If data is transferred to group companies’ entities or other 
third parties, on what legal ground is the data transferred 
and have the necessary safeguards been set up? Group 
Data Transfer Agreement, Privacy Shield, Model Clauses, 
Binding Corporate Rules. 
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Step 4 Risk mitigation actions 

Date of completion of risk mitigation actions assessment & 
name of the responsible person: 

 

 
In the table below, please list the risks identified and the person responsible for the control and 
mitigating actions during the project.  

The identified 
risk 

Impact and 
consequences for 
data subjects 

Risk mitigation actions  
Contact information 
for the responsible 
employee 

Effect of the risk 
(high/medium/low) 

     

     

     

     

     
 

 

Project Sign Off  

 

Date: 
 

 

Sign off by the Project Lead:  
 

 

DPO (or DPM) consulted on sign 
off on date: 
 

 

 
 

If data is shared with a data processor, have the necessary 
data processing agreements and safeguards been 
executed between group companies and such third party? 
Does the PRocesor need to be involved in the DPIA? 

 

Are privacy policies and procedures needed eg privacy 
notice, cookies policy, data retention, incident response 
plan? 

 

If appropriate, have the views of the data subjects been 
obtained (if relevant)? 

 

Are there any other legal risks which you have identified?  


